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OVERVIEW AND CONTACTS 
The following is an Email Security Health Check Report for the month of August, 
prepared for CLIENT on 8/26/22. 
 
CLIENT has enlisted MicroAge for a Mimecast ManageWise Silver Service. See the 
Mimecast ManageWise Overview for Service details. 
 
 
 
 
 

 
 
 

Contact Information (Contact Information Redacted for Privacy) 
CLIENT 
STREET 
CITY, STATE ZIP 
United States 
 
Main Office PHONE NUMBER 
 
CLIENT Contact 
IT Manager: CLIENT NAME 
Phone: PHONE NUMBER 
Email: EMAIL ADDRESS 
 
MicroAge Contacts 
Account Manager: NAME 
Solutions Architect: NAME 
Project Coordinator: NAME 
Engineer: NAME 
Engineer: NAME    
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1. EXECUTIVE SUMMARY DASHBOARD 
 
Please see below for Mimecast environment details based upon your ManageWise Silver Discovery, Assessment, 
and Health Check service engagement. 
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2. ACCOUNT REVIEW 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

An Account Review has yielded the following 
Observations and Recommendations located in this 
section.  
 
The Account Review is focused around the following 
areas:  

• Account Settings 
• User Access and Permissions 
• Password Complexity and Expiration 
• Roles 
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Account Settings > Account Settings 
FINDINGS:  
 
RECOMMENDATIONS: None 
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Account Settings > User Access and Permissions 
FINDINGS:  
 
RECOMMENDATION 1 (Optional): Client has MFA configured for Admins as a compensating control, best practice 
is to restrict admin access to IP Ranges to secure access to admin portal per business policy. 
RECOMMENDATION 2 (Optional):  Add Security Passphrase for added layer of security.  
RECOMMENDATION 2 (LOW):  Enable TTP Authentication and set timeout period of 30 days.   
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Account Settings > Password Complexity and Expiration  
FINDINGS: 
 
RECOMMENDATION (LOW): Add the option to include at least one non-alphanumeric character to password. 
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3.  SERVICES REVIEW 
 

  

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A Services Review has yielded the following Observations 
and Recommendations located in this section. The Services 
section covers the connectors to Mimecast and features 
enabled along with usage. 
 
The Services Review is focused around the following 
areas:  

• Continuity 
• Exchange Sync & Recover 
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Services > Continuity 
FINDINGS: Continuity not setup 
   
RECOMMENDATION (Med): Setup Continuity to ensure High Availability 

 

 

 

Services > Exchange Sync & Recover 

FINDINGS: o365 sync & recover PHX OU > 8 Mailboxes have sync errors 

        o365 sync & recover TUS OU > 1 Mailbox has sync error  
 
RECOMMENDATION (low): Resolve Sync errors 
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4.  DIRECTORIES REVIEW 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

        
        

          
      

 

         

  

A Directories Review has yielded the following 
Observations and Recommendations located in 
this section. The Directories section covers both 
local and connected users and groups used in 
Mimecast for administration and policies 

 

The Directories Review is focused around the 
following areas: 

• Profile Groups 
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Directories > Profile Groups 
FINDINGS: Reviewed all groups 
 
RECOMMENDATION (LOW): Utilize folder for easier use with policies, expanded information in policy section. 
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5. GATEWAY REVIEW 
 
 

 
 
 
 
 
 
 
 
 
 
 

A Gateway Review has yielded the following 
Observations and Recommendations located in this 
section. The Gateway section manages all security 
policies for Mimecast through authorized and 
unauthorized users and policies. 
 
The Gateway Review is focused around the following 
areas: 

• Policies 
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Policies 
 
Gateway > Policies > all 
FINDINGS: Verify IP’s, Domains and review disabled policies 
RECOMMENDATION: Review 139 Policies (Low Priority) 
 
 
For all policies, please review the supporting documentation (CLIENTPolicies.xlsx) 
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6. ACCOUNT ASSESSMENT OVERVIEW 
 

 
An Account Assessment was conducted based on 
available Mimecast data from August 1, 2022, to August 
31, 2022. 
 
The Mimecast Account Assessment is focused around 
the following areas:  

• Headline Statistics 
• Secure Email Gateway 
• URL Protection 
• Attachment Protect 
• Impersonation Protect 
• Web Security 
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7. SECURE EMAIL GATEWAY 

 Mimecast Secure Email Gateway protects 
organizations and employees from spear-phishing, 
malware, spam, and zero-day attacks by combining 
innovative applications and policies with multiple 
detection engines and intelligence feeds to keep 
sophisticated attackers out. 

Secure Email Gateway Highlights 
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8. URL PROTECT 

 Targeted Threat Protection - URL Protection is an 
advanced Mimecast service, that builds on the 
security gateway services to protect your organization 
against the growing threat posed by advanced 
phishing and spear phishing attacks in inbound mail. It 
works by rewriting all URLs in inbound messages. 
 
URL Protect Highlights 
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9. ATTACHMENT PROTECT 
Mimecast Targeted Threat Protection – Attachment 
Protect provides a layered defense against malicious 
email attachments by combining static file analysis, 
instant safe file previewing, and next generation 
attachment sandboxing for advanced protection from 
spear-phishing and other targeted email attacks. 
 
Attachment Protect Highlights 
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10. IMPERSONATION PROTECT  

 

 

 

Impersonation Protect is an advanced email 
security technology that protects employees 
against targeted social engineering attacks in 
email, often called whaling or CEO Fraud. 
Backed by comprehensive protection from 
Mimecast's threat intelligence infrastructure 
and Messaging Security teams. 
 
Impersonation Protect Highlights  
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               End of Account Assessment 
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11. UNUSED OR DISABLED FEATURES SUMMARY  
 
See below for details around any discovered Disabled or Unused Features: 
 

Platform Category Disabled or Unused Feature Description 

Mimecast Security Services > Continuity  

FINDINGS: Continuity not setup  

Mimecast Security Data Leak Prevention: Monitor the details of messages that have had actions applied by Content Examination policies. Mimecast 
protects against an organization wide data leak, through seamless integration with Microsoft Exchange. 
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12. ADDITIONAL INFORMATION 
MX Record Description: Shows the domain MX records are telling/showing/advertising to other domains to send 
mail to the records below. This helps identify if the domain has any other records that would allow attackers to 
bypass security controls. 

 

 
Recommendation: None 
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TXT Record Description: Shows that MicroAge.com TXT/SPF record is to authorize specific hosts permission to 
send emails on behalf of your domain.  

 

 

Recommendation: None 
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A DMARC policy allows a sender to indicate that their messages are protected and tells a receiver what to do if 
one of the authentication methods passes or fails, such as send the message to junk/reject the message. DMARC 
prevents spammers or phishers from using valid organization names for email fraud. It protects the integrity of 
your brand and increases customer confidence and trust. If reporting is enabled, you can get insight into attempts 
to spam, phish or even spear phishing using your organization's brand/name. 
 
Recommendation: Updating/Validate current DMARC record off ProofPoint.  
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FINAL RESULT: 
Cousin Domains 
We scanned for a possible 3168 suspicious domains, and only identified 58 registered. Only the REDACTED URL TLD was scanned. 
 

 
 
For further information and a complete breakdown of all domains: Please see REDACTED. 
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ADDITIONAL INFORMATION 
 
Fuzzer Types 
 
Addition: Adding another letter to the end of the domain 

Bitsquatting: Flipping 1 bit in the bit stream, which would make the name look like a typo. 

Homoglyph/Punycode: A look alike character in Unicode 

Hyphenation: Inserting a hyphen in the domain.   

Insertation: Adding an additional character in the domain.  

Omission: Removing a character in the domain. 

Repetition: Adding the same character that proceeds in the domain. 

Replacement: Substituting a character for any character in the domain.  

Transposition: Flipping 2 characters right next to each other, in the incorrect order.  

Vowel-Swap: Replacing the vowels for another vowel. 

TLD-Swap: Replacing 'com' with a few other common TLDs.  
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13. MANAGEWISE EXPRESS OVERVIEW 
This Report was created under the guidelines of your Mimecast ManageWise Express Service engagement.  See details below. 
 
The MicroAge Mimecast ManageWise Express Service provides support for routine maintenance to help prevent 
unplanned downtime, optimize system performance, support business needs and free up time to work on key business 
objectives. It is part of a new breed of IT service, born out of the same economic necessity and technological capacity as 
on-demand consumer services. It helps relieve tension between IT and the business by striking a healthy balance of 
stability and agility, providing the resources to keep existing infrastructure strong while enabling business growth.  

  

Delivery  
The MicroAge Mimecast ManageWise Express Service is delivered as follows:  

  

Discovery, Assessment, and Health Check  
MicroAge engineers engage with designated client personnel to perform an assessment and review. MicroAge will 
review the client’s Mimecast environment against standard methodology and best practices. This is typically completed 
remotely and should not exceed two business days. Tasks include:  

  
• Assessment of the client’s Mimecast implementation  
• Review of performance and perceived functionality with the client  
• Review overall environment health and adherence to standard best practices  
• Document findings and recommendations, then outline a roadmap of tasks for future plans or remediation  
• Advise client on any new features or modules not currently in use (i.e., archiving, sync and recover, and 

resilience)  
• Future environment design and planning as needed  
• Mimecast environment documentation and technical client documentation, if time permits  
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Responsibilities  

 
MicroAge Responsibilities  

Mimecast ManageWise Express Service as outlined in this service brief  
 

Client Responsibilities  
• The client must provide all information requested by the consultant for the completion of services  
• The client must provide a knowledgeable contact who is available throughout the service to clarify questions and 

provide information, access, and passwords when needed  
• Adherence to all MicroAge’s services terms and conditions located at https://microage.com/salesterms/  
• Clients must provide at least two (2) weeks advance notice to schedule service delivery.  Service(s) will be scheduled 

on a mutually agreed date based on consultant resource availability  
• Client will provide remote and all needed access to the client’s environment to complete services  

 
Shared Responsibilities  

• The entire MicroAge service must be completed within the chosen contract term. Otherwise, the order will be 
automatically terminated and deemed complete  

• MicroAge will send the client a confirmation email when the service is complete, providing an opportunity for the 
client to advise if the service was not delivered satisfactorily. If the client does not submit a written notification of a 
service performance issue within five (5) business days from receipt of the closure email, the work will be deemed 
accepted  

 
 

End of ManageWise Express Overview 
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14. END OF DOCUMENT 
 
This is the end of the Email Security Health Check Report. A report review can be scheduled at your convenience. 
Please direct any questions or requests to your MicroAge Team. 
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